HHd)OpMCZI/;MOHHO-CleCZGOLlele mamepuaisl no AHCUBHEHHOU cumyayuu
((3&1/1/!1/17’1’161 om MOULeHHUKO8 6 cemu)

B pamxkax ¢enepansHoro mpoekrta «['ocyaapcTBo s mroaein» Munuudpsr Poccun
n Anamutnyeckuil neHtp npu IlpaBurtensctBe Poccuiickoil @epepannu peann3oBaiv
mupoBOl  cepBUC MO JKU3HEHHOW cuTyaruu «3ammMrTa OT MOIIIEHHUKOB
B certw» Ha EguHOoOM mopTanme TOCYAapCTBEHHBIX W  MYHUIUIMAIBHBIX  YCIYT
(manee — ['ocycnyru) B 1IeNIAX MPECEUCHUS] U MPEOTBPAIICHHS MOIIIEHHUYECKUX JEeHCTBUN
(https://www.gosuslugi.ru/scammer_protection).

CepBuc NMpeaocTaBisieT BRIOOP CIENYIONUX CUTyaluid: «MOIeHHUKH NbITAI0TCA
nojayunts poctyn kK TDocycayram» (3Ta cuTyalusi HampaBlieHa Ha TOMOIIb
B BOCCTAHOBJICHHUM KOHTPOJII HaJl YYETHOM 3amuchio) U «S Xouy 3alMTHUTBLCH
OT MOLIEHHMKOB B ceTW» (B JJAHHOW CUTYallMM PeYb UJET O Croco0ax MpeaoTBpaIleHuUs
IPECTYMHBIX JEUCTBU).

B paMkax mepBoi cHTyalluM Ipe/CTaBlieHa MOAPOOHAs MHCTPYKLHS, B KOTOPOM
conmepkuTcs wHOpPMAIUS O TOM, YTO JAeNaTh, €CIH TPaXKIaHWUH YK€ COOOIIMI Mapoib
i koA n3 CMC MOILIEHHUKaM.

B paMkax BTOpO#i cHMTyalmMu pacCMaTPHBAIOTCS MEPHI, HAIPABJICHHBIC HA 3aIUTY
OT KHOEPIPECTYTHUKOB (3aIpeT Ha ACHCTBUS C HEABMKUMOCTBIO, 3alpeT Ha 0POpMIICHUE
JIOTOBOPOB CBSI3W, 3allpeT Ha MOJyYEeHHE KPEIUTOB M 3aliMOB, 3alUTa yYETHOH 3arucu
C MOMOIIBIO JOBEPEHHOTO KOHTAKTa, MpaBuiia 0€30MaCHOCTH MPHU TelIe(POHHBIX 3BOHKAX),
a TakkKe IMPeACTaBICHbl METOJbl MPOTHUBOACUCTBUS (PUHAHCOBOMY MOIIICHHUYECTBY
Y YEK-JIUCT 1O IU(POBOI TUTHEHE.

CnpasoyHo: camosanpem — 000p0BONbHOE 02paHUuienue, KOmopoe 4eno8eK
cam Ha cebs HaK1aovleaem. Ymoobl HUKMO He CMO2 0hopMums Kpeoumsl U 3aumbl
Ha e20 uUMsi — HU OH CAM, HU MOWEHHUKU («3anpem Ha nonyueHue Kpeoumos
U 3aUM08»),; Umobbl He OONYCMUMb COBEPULEHUSL COENOK C HEOBUNCUMOCbIO Oe3 e20
JIUYHO20 YHACMUSL KAK COOCMBEeHHUKA («3anpem Ha 0eucmeusl C HeOBUNCUMOCMBIOY),
umoObl HUKMO He CMO2 3aKII0YUums 002080p HA MOOUNLHYIO C613b OM €20 Juyd
(«3anpem na oghopmnenue 002080p086 CEs3U»).

Hosepennvii konmaxm (oanree — /K) — samo oonornumenvuas sawuma
yuemnou 3anucu Ha l'ocyciyeax om Oeticmeuti mowenHuxkos. /[K mooxcem cmameo,
Hanpumep, poocmeeHHUx uau opye. llpu nonvimke 6occmaHo81eHUs O00CMYNA
K YYemHoU 3anucu noiv3osamess Ha Homep menegona /IK 6yoym npuxooums cmc
0J151 NOOMBEPHCOeHUsT 80CCMAaHO8IeHUs napoas. [IK noomeepoum sanpoc, moibKo
K020a yoeoumcsi, 4mo nojib308ameiisi He 86005M 8 3a01yHcOeHUe.

Kpome Toro, Ha cTpaHuile pa3MemieHbl TMOJE3HbIE WHCTPYMEHTHI IS
KrOepOe30MacHOCTH.

B karanore oOydamomux KypcoB coOpaHbl wmaTepuaibl 1O 1U(poBOit
TPaMOTHOCTH — OT MPABWJI PE3EPBHOTO KOMMMPOBAHUS TAHHBIX JIO METOJIOB PACTIO3HABAHMSI
nundeitkoB (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke noctynHa 0a3a MOIICHHMYECKHMX CXeM, KOTOpas IIOMOTaeT Yy3HaTh
00 aKkTyaJIbHBIX criocobax oomaHa. Ha maHHBIE MOMEHT B HEH COJEpKUTCA 86 CXeM C UX
kpatkuMm onucanueM (https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JIns OLeHKM CBOMX 3HAHWW, B CBOIO OY€pElb, MOKHO IPOMTH TeCT Mo uuppoBoi
rPaAaMOTHOCTH, KOTOPBIM OMNpeNeNuT YpPOBEHb OCBEJOMIICHHOCTH B JTOoM cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETHTh, YTO B paMKax BTOPOM CHUTyallud, CpEOu IPOYEro,
HaxXoauTcsl  cchulka Ha  pazgen  «KubepOedomacHocTb —  3TO0  mpoCTO!»,
rae cobOpaHa Tmoje3Has MHpoOpMalus O Pa3HOOOpasHbIX IM(POBBIX  yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B otnenbHbIX O5OKax pa3MelIeHbl PEKOMEHAALUMU IO KUOeprpaMOTHOCTH,
CHEIHaIbHO pa3padOTaHHbIE IS ACTEH U MOKUJIBIX JTIOACH, KOTOPbIE CUUTAIOTCS HanboJee
ySI3BUMBIMU B UHTEPHETE.

Oco0oe BHMMaHHUE YAENICHO 3allnuTe OT (hUIMHTA, CO3/IaHNI0 HAJACKHBIX TApOJIeH,
3alUTe MOOMJIBHOTO YCTPOUCTBA U NPOPUIAKTUKE TeIe(OHHOTO MOIIIEHHUYECTBA.

[TomuMoO 3TOTO0, Ha CTpaHMIIAX OOEUX CUTYallui pa3MelleHa NAMATKA C I0JIe3HbIMH
CCHIJIKAMM: Ha MHTEPAKTHUBHYIO KapTy ¢ aapecamu MBJ[ Poccun; Ha nmogauy 3asiBiieHus,
XKanoObl WU TpeJIoKeHus yepe3 oduimanbHbii cadt MBJ[ Poccun; Ha BO3MOXKHOCTB
MOJIYYUTh O€CIUIATHYIO KOHCYJIBTAIMIO U TTIOMOIIH IOPUCTA TI0 3aIIUTE MPaB.

Taxke B pazgene «Yacteie Bompocbl» («MoryT M MOIIEHHUKH TMPOAATh
HEJIBIDKUMOCTB») HAaXOIOUTCA CChbUIKA HA HWHTEPAKTUBHYIO KapTy C aJpecamu
MHOTO(YHKITMOHAJIbHBIX 1IEHTPOB (M®I).

Kpome toro, Ha cTpanunax o0eux CUTYyalMil pa3MeIIeHbl CChUIKHU, MO3BOJIIOIINE
IIPOBEPUTH KPEIUTHYIO HCTOPUIO, COOOUIUTh O MOJO3PUTEIHOM 3BOHKE, IPOBEPUTH
0(OpMJIEHHBIE CUM-KapThI, [10J1aTh kaj00y Ha BPEOHOCHBIM MHTEPHET-PECYPC, a TAKKE
OTBETHl HAa 4YacTO 3aJaBaceMble BOIPOCHL: «Kak HACTPOUTH KOHTPOJIBHBIA BOMNPOC?»,
«Kak aHHyIMpOBaTh KPEJIUT, €CIIM MOUIEHHUKH 0(OPMIIIM €ro Ha Bac yepe3 ['ocyciyru?y,
«KTO Takoy Iporn 1 Kak HE MONACTh B MPECTYMHYIO CXEMY?» U T.1.
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